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ABSTRACT Building upon Peter Singer’s assertion that humankind is losing
“: its monopoly on fighting war, this paper explores the growing
impact of artificial intelligence (Al) in air power. The Military-Al-
Industrial Revolution and the Fourth Industrial Revolution (4IR)
amplify these shifts, propelling Al to the forefront of strategy.
The paper elucidates five key Al applications shaping next-
generation air power. These encompass fully autonomous
systems, virtual co-pilots, loyal wingmen, drone swarms, and
autonomous decoys. Each application exemplifies the growing
synergy between humans and machines, optimizing combat
capabilities, cost-efficiency, and survivability. Ethical concerns
arise as Al progressively supplants human decision-making,
but despite these challenges, the influence of Al on air power
remains undeniable. Notable instances include the US Air
Force’s ACE program, which demonstrates the feasibility of
Al-controlled fighter aircraft, and the innovative incorporation of
virtual avatars in sixth-generation aircraft. The ramifications of
this transformation extend beyond the realm of military capability,
permeating the defense industry itself. The convergence of Al and
4IR technologies prompts a shift from specialized subcontractors
to integrated Al-driven processes, presenting huge potential to
reshape production timelines and costs.
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INTRODUCTION

This century, according to Peter Singer, is witness “to the start of the greatest revolution that warfare
has seen since the introduction of the atomic bomb,” and he follows up by arguing that “humankind is
starting to lose its 5,000-year monopoly [on] fighting war” (Singer, 2009). This paper seeks to provide
an endorsement, update, and, indeed, an extension of this powerful rhetoric by evaluating what might
be termed a Military-Al-Industrial Revolution. As the term suggests, it represents transformative
change through the impact of artificial intelligence (Al) on air power and its associated defense
industrial base. All radical technology developments involving product change necessarily induce
accommodating structural changes at the industrial level, and this revolution is no different. Waves
of Al-enhanced innovation are sweeping away long-standing military and industrial capabilities,
conventions, and structures. Al represents a

step-change in military technology systems, and ‘ ‘

this paper focuses on five use applications of Alin Waves of Al-enhanced innovation are
next-generation air power delivery, namely, fully sweeping away long-standing military
autonomous systems, virtual ‘avatar’ co-pilots, and industrial capabilities, conventions,
loyal wingmen, swarms (and swarms of swarms), and structures.

and autonomous decoys. [

RMA AND 4IR

The contemporary military environment is based on revolutionary change, transformative innovation,
disruptive technologies, and, increasingly, Al-intensive force multipliers. The military has long been
associated with technical revolutions, but today the process is more pervasive as it drives dramatic
changes in doctrine, operational constructs, and command and control (C2). The Revolution in Military
Affairs (RMA) is a characterization of fundamental change in an array of military domains, not just
weapons systems but also related systems, such as those providing various support functions, such
as logistics, acquisition, and R&D (Matthews, 2001).

There used to be an academic debate about whether military-related technical change is revolutionary,
reflecting profound discontinuous technological changes, such as the arrival of iron-clad dreadnought
power-driven warships, or evolutionary, via continuous incremental innovation. Over a relatively
short time span, it is possible to discern ‘continuous’ incremental innovation within a revolutionary
technological context. The evidence for this convergence has been evident since the Gulf War,
where the dynamic has been one of the continuous waves of disruptive technological change, from
stand-off guided munitions to space-based effects, stealth platforms, network-centric warfare, and
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recently, Al-enhanced robotics, machine learning, and other emerging technologies associated with
the fourth industrial revolution (4IR).

The fourth industrial revolution (the first being steam mechanization; the second electricity and mass
production; and the third being IT and electronics) is defined by dual-use technology carrying the
potential for technological breakthroughs in the civil domain spinning off into the military domain and vice
versa. Over time, air power has become increasingly sophisticated and R&D intensive. The resulting
acceleration in innovation has transmogrified the underlying defense industrial base, initiating a shift
from the traditional model of ‘primes’ acting as systems integrators that divvy work to hundreds of highly
specialized, efficient, and innovative subcontractors across a spectrum of diverse industrial sectors.
These suppliers comprise critical supply chains, which, through clustered proximity, engage in technical
problem-solving with their prime customers to forge new and innovative solutions to technical challenges.

These ‘value’ chains were populated by specialized firms for generations, supplying essential services
such as machine tools, telecommunications, specialty metals, castings, and wire harnesses. More
recently, however, the skills inherent in value chains have evolved to focus on next-generation
technologies and miniaturization; the latter due to the premium placed on space and weight in modern
platforms. Taken together, the present ‘disruptive’ 4IR will drive a technological reset of both complex
military systems and their underlying production processes.

Stand-out disruptive technologies include hypersonics, autonomous platforms, big data, quantum
computing, and Al, with the latter arguably the biggest game-changer. For the first time, Al-assisted
systems are emerging that can analyze the strategic environment, make decisions, and exhibit
behavior requiring cognition; they operate in a virtual world represented by digital assistants and image
analysis software that can be embedded into hardware in the real world, in robotics, drones, and similar
systems (Okyay, 2023). This a world increasingly inhabited by robotics operating on a ‘sense-think-
act’ basis, which reflects the ability to monitor the environment (sense), exploit Al to make decisions
on how to respond (think) and activate effectors in response to these decisions (act) (Singer, 2009).

Al is central to this process, but caution needs to be exercised on how Al is defined. For instance,
an unmanned aerial vehicle (UAV) controlled by a manned ground station is unmanned but not
autonomous and, therefore, not an Al system (Naik, 2023). By contrast, the Pentagon defines a fully
autonomous system incorporating ‘general’ Al as a system able to independently compose and select,
among different courses of action, to accomplish goals based on its knowledge and understanding
of the world itself and the situation (Macintyre, 2018).

As yet, no fully autonomous system has been developed, but some 400 partially independent weapons
and robotic systems are under development in twelve countries, including Israel; home of ‘Harpy,’ a
‘kamikaze’ drone whose purpose is to seek out and destroy radar systems on its own, without human
permission, loitering in the sky until a target appears (Macintyre, 2018). Al-enhanced systems such
as this will inevitably emerge and have a broader, more pervasive impact through fundamental changes
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in battlefield relationships, force structures, and the very character of war, creating a war-winning

advantage in future conflicts (Wirtz, 2023).
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Figure 1.1: Operational Use Cases for Al

Because disruptive innovations such as Al induce powerful advantages, strategic competition
inevitably emerges driven by the imperative of breaching the status quo in the relative military balance
of power. Figure 1.1 depicts the growing use cases of Al in next-generation air power, but the full
potential of Al applications is yet to be realized. It has been estimated that investment by the United
States and China into Al-enabled systems amounted to over US$3 billion in 2020, a figure likely to be
an underestimate as additional funding would have been captured in R&D (National Defense, 2022;
Harper, 2023; Albon and Demarest, 2023). Increasingly, militaries across the world are intensifying
efforts to develop Al-enhanced technologies and establishing new structures and organizations to
accelerate the development of these capabilities.

AI-ASSISTED AIR POWER

There is growing concern about the ethical dimensions of the Al revolution, particularly the potential
removal of humans from decision-making in the military operational environment. Galliot and Schultz
(2020), for example, argue trenchantly that allowing:

Life or death decisions to be made by machines crosses a fundamental moral line. Autonomous robots
would lack human judgment and the ability to understand context. These qualities are necessary to
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make complex ethical choices on a dynamic battlefield, to distinguish adequately between soldiers and
civilians, and to evaluate the proportionality of an attack. As a result, fully autonomous weapons would
not meet the requirements of the laws of war. Replacing human troops with machines could make the
decision to go to war easier, shifting the burden of armed conflict further onto civilians. The use of fully
autonomous weapons would create an accountability gap as there is no clarity on who would be legally
responsible for a robot’s actions: the commander, programmer, manufacturer, or robot itself. Without
accountability, these parties would have less incentive to ensure robots did not endanger civilians, and
victims would be left unsatisfied that someone was punished for the harm they experienced.

Notwithstanding these ethical dilemmas, Al’s footprint in air power is persuasive. Five uses for Al in
air combat have emerged, all with the potential to dramatically alter the nature of warfare itself in the
coming years. The first has regard to autonomous platforms, with the US forging ahead in this field,
as evidenced by DARPA (2023) and its remarkable Air Combat Evolution (ACE) program. In less
than three years, Al algorithms have enabled the transition from simulated F-16 aerial dogfights on
computer screens to control an actual dogfight in flight.

Through close multi-partner collaboration between DARPA, the US Air Force Pilot Test School, the Air
Force Research Laboratory, and Al-development contractors, ACE has achieved several objectives:
firstly, it demonstrated that Al agents could control a full-scale fighter in flight; secondly, the program
was designed to leapfrog over subscale phases and proceed directly to prototype implementation,
saving at least a year in development, and; thirdly, ACE facilitated associated research into the ‘trust’
pilots exhibit in the Al agent during ‘within-visual-range air combat (dogfights), while the human pilot
focuses on larger battle management tasks. The potential for an autonomous Al fighter aircraft appears
immense, and this was demonstrated early in the ACE program when Al ‘agents’ flying simulated
F-16s in a virtual dogfight competition defeated an experienced F-16 fighter pilot flying in a simulator.

A second significant Al-led development for air power relates to experimentation on the Eurofighter
Typhoon’s successor, the sixth-generation Tempest aircraft. Tempest is a UK-led international
collaborative Future Combat Aircraft System (FCAS), featuring Italy and Japan as full partners and
Sweden on the margins (Martin, 2023). Tempest is well into its conceptualization stage and is planned
to have both manned and unmanned versions, with the former anticipated to have an innovative
virtual avatar (Al agent) as a co-pilot. The aircraft’s sensors controlling the avatar and other onboard
systems are estimated to possess the capacity equivalent to the “internet traffic of a large city, such
as Edinburgh, every second (Leonardo, 2020); and be able to process more than 10,000 times the
military theatre data compared to its predecessor Typhoon aircraft (Fisher, 2020).

As with the F-16 Al agent, an essential role of the avatar is to determine when the human pilot becomes
overloaded and then take over operational responsibility for a range of duties to allow the pilot to
concentrate on ‘core’ combat tasks (Ford, 2020). The avatar also offers increased cost-effectiveness
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due to reductions in the aircraft’s weight, as well as operational flexibility through programming that
allows response to multiple scenarios, including electronic jamming, weapons control, and, in the
event of pilot loss, even control and landing of the aircraft (Makichuk, 2020).

The Tempest program also highlights a third Al-driven innovation, that of ‘loyal wingmen.” As shown
in Figure 1.2, these force multipliers are defined as low-cost autonomous unmanned air systems (UAS)
deployed alongside a manned aircraft to either act as a complementary asset or as a decoy to protect
the crewed system from adversarial air defenses (Stevenson, 2019). The Tempest is just one of several
programs developing loyal wingmen, including others in France, the UK, and the US. For instance,
Boeing’s Airborne Teaming System is an Al-assisted semi-autonomous, potentially stealthy loyal
wingman called the MQ-28A Ghost Bat (Dangwal, 2022). The Ghost Bat can move towards an enemy
alongside crewed aircraft, such as the F-35, performing missions independently and possessing a
remarkable 3,700 km flight range (Perrett, 2021).

Manned-Unmanned « Autonomous System with
Teaming Low-Observable Design and
Operates with Legacy and Communications
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Multi-Platform Mission Operates in Swarms
Management S » Simple Architecture, Low-Cost,
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Figure 1.2: Deconstructing the Concept of Loyal Wingmen

According to a Mitchell Aerospace Institute Report (2020), the adoption of loyal wingmen offers
operational flexibility through Al-enabled autonomy and low-cost, attritable/reusable aircraft that
would increase combat capacity, lethality, and survivability in contested environments. Itis in addition
to extending the effective sensor range and kill radius of F-22s, F-35As, and Next-Generation Air
Dominance assets. Nevertheless, there are technical obstacles to overcome: firstly, interoperability
is essential (Hadley, 2022); secondly, it remains unclear whether fighter pilots in action would have
the time to manage semi-autonomous helpers; and thirdly, loyal wingmen would unlikely be able
to accelerate away from a threat with anything like the speed of fighters, though their vulnerability
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may partly be compensated by stealth, and to some extent, they are also expendable assets
(Perrett, 2021).

The advantages of this form of human-machine teaming appeal to militaries, as evidenced by the
quickly maturing work by China on related drone ‘swarming’ technologies (Nurkin, 2020). Drone
swarms represent the fourth of this paper’s Al-based aerospace systems, defined as a large number
of animate or inanimate things massed together and usually in motion, which provide a method of
combining situational awareness, elusiveness, mass, speed, mobility, and surprise (Sanders, 2017).
Military operations using multiple UAVs have thus far limited the number of craft involved to single or
double digits. Still, DARPA seeks to deploy up to 1,000 drones — possibly more — in so-called swarm-
of-swarms (Crumley, 2023).

Drone swarms represent next-generation weapons systems that will dramatically impact warfare. US
development work in this area has advanced, with the Marine Corps progressing with the concept
of Kamikaze drone swarms, while the Army, Air Force, Navy, and DARPA pursuing separate swarm
concepts (Hambling, 2021). The principal challenge of swarms of autonomous drones is murmuration,
that is, ensuring that masses of robotic assets can effectively coordinate flight and do not collide. If this
can be achieved, a 2018 US Army study indicated that even basic swarms would make attack drones at
least 50 percent more lethal while decreasing losses from defensive fire by 50 percent (Hambling, 2021).

The next logical step is the development of ‘swarms of swarms,” which would involve an Al-enabled
autonomous drone swarm system commanding other swarms — essentially translating into thousands
of unmanned aerial, surface, underwater, and ground drones — which could overwhelm adversarial
defenses (Satam, 2023). The concept remains under development, but the Pentagon is prepared to
pay US$75 million to companies able to progress what DARPA terms “Autonomous Multi-Domain
Adaptive Swarms-of-Swarms” (AMASS) (Crumley, 2023). A core Pentagon objective behind the
program is the deployment of swarms of swarms to acquire a counter-Anti-Access/Area Denial (A2/
AD) capability as a response to the vast inventories of cruise and anti-ship missiles its forces could
face in a major future conflict.

Successful development of this technology could lead to a new balance of power militarily but would
come with two principal risks: firstly, there is a concern that the possible ‘over’ effectiveness of swarms
in search and destroy operations could undermine second-strike capabilities of nuclear powers,
thereby destabilizing the present nuclear-based strategic equilibrium; and, secondly, the speed and
efficiency of swarms might compress decision-maker reaction times, thus prompting a ‘use it or lose
it” logic that increases the likelihood of escalation, possibly to the nuclear threshold (Gagaridis, 2022).

The autonomous decoy represents the fifth significant Al-driven impact on air power. The Pentagon
has been working on this technology for decades, driven by the imperative of deflecting radar impulses
that reveal aircraft signatures to opposing forces. Remarkable strides have been achieved with Al,
including the development of a programmable autonomous flight vehicle with a unique ability to mimic
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US or allied aircraft. The technology has been termed the Miniature Air-Launched Decoy, or MALD.
Itis held to be a low-cost, expendable air-launched craft designed to deceive the most advanced air
defense systems (Raytheon, u/d).

The Mald-J version has electronic jammers, and combining these with decoys can “deceive,
distract and saturate” radar systems with false signals (Hambling, 2016). After numerous technical
improvements, the MALD is now able to leverage active radar enhancers across a range of frequencies
to fool adversary radar systems into mistaking this expendable decoy for stealthy F-117 nighthawks or
even massive B-52 payload-ferrying bombers (Hollings, 2022). By deploying a high volume of these
jamming decoys into a contested area alongside cruise missiles and aircraft, adversarial air defense
systems would be forced to differentiate between real and fictional radar returns (Hollings, 2022).

DEFENSE INDUSTRIAL TRANSFORMATION

Elon Musk recently announced... “the fighter jet era has passed,” and with it likely ... “the end of the
industrial-era military itself” (Insinna, 2020). Indeed, the Military-Al-Industrial Revolution is currently
influencing dramatic changes in teeth-end capabilities, and in parallel, there are transformational
structural and organizational changes occurring in the defense industrial base. Historically, specialist
subcontractors evolved with an evolutionary industrial process. This would involve a process of
technological convergence, whereby disparate manufactured end-products (for instance, railway
engines, printing presses, and armaments) that require the same underlying engineering processes
(such as machinery, forgings, and castings) would lead to a sufficient volume of demand being created
that would justify vertical ‘disintegration’ (relocation of vertical processes of production from the
‘primes’ to external suppliers); the ensuing industrial division of labor driving the evolution of highly
efficient and innovative supply chains (Rosenberg, 1976).

However, it is likely that Al will partially reverse this evolutionary process, returning industrial
structures to the pre-revolution era of vertically ‘integrated’ entities. This will lead to a diminution in the
membership of supply chains, removing machining and relatively low-skill ‘metal-bashing’ activities and
replacing them with Al manufacturing processes

and diverse specialized non-defense commercial ‘ ‘

subcontractors. This transition towards vertical Al carries the potential to replace
integration, the use of 4IR technologies, and software designers, web developers,
sectoral cross-fertilization of innovation could computer programmers, coders, and
greatly benefit emerging military power, which data scientists by creating an internal
typically suffers from an innovational vacuum due robotic division of labor within integrated
to the absence of dedicated subcontractors. Al prime contractors.

carries the potential to replace software designers,
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web developers, computer programmers, coders, and data scientists by creating an internal robotic
division of labor within integrated prime contractors.

As Araya (2020) argues, the transformation of the aerospace sector will be propelled by the
introduction of Al-assisted 4IR technologies. Here, disruptions will be driven by the convergence
of technological and institutional changes that will disproportionately replace old systems with
dramatically new architectures, boundaries, and capabilities. Araya believes Al is a force multiplier
for transformative innovation in generating a military footprint. This is demonstrated by the radical
manufacturing approaches used to produce the next-generation Tempest fighter. Recent research
has been conducted detailing the dramatic changes in the inter-generational divide between Tempest
and Typhoon (Matthews and Al-Saadi, 2022). For instance, the Tempest is planned to have around
30 percent of its components produced in-house through additive manufacturing (3D printing), with
afurther 50 percent robotically assembled on BAE Systems’ assembly line (Davies, 2020; Hollinger,
2020). The Typhoon, by comparison, uses just one percent additive manufacturing and zero robotics
in its production process (Hollinger, 2020).

The Typhoon’s UK shop floor is currently acting as an experimental test bed to gauge the effectiveness
of these advanced technologies in transitioning from fourth- to sixth-generation fighters. Itis anticipated
that 3D printing and robotic technologies will reduce the cost and time of producing a complex fighter
aircraft by 50 percent; indeed, remarkable economies have already been achieved, including a reduction
in production time for one large system located in Tempest’s rear fuselage by about two years to
just two months (Hollinger, 2020). Moreover, non-traditional firms outside the aerospace sector are
increasingly forming part of the supply chain. For example, Rolls-Royce is developing more efficient
and longer-range advanced power propulsion units to produce substantial additional amounts of heat.
To store and re-channel this additional energy into Tempest’s ‘directed-energy-weapons,’ a division
of a motor racing company has joined the Tempest supply chain to provide batteries, energy storage,
and cooling technology, all first deployed on a motor racing track (Tovey, 2020).

CONCLUSIONS

This paper has examined the impact of Al on military capability in the fourth industrial revolution. Al lies
at the heart of the burgeoning array of military-related disruptive technologies, especially aerospace
ones. Many innovations seek to replace the human element by introducing virtual or digital ‘agents’
and unmanned autonomous systems. The global push is now on for fully autonomous systems, with
increased funding for military Al reflecting this growing prioritization. The pace of change is dramatic;
the realization that autonomous technologies are game-changers has positioned them at the cusp
of future transformation for air power.
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The dynamic toward technological autonomy is endemic, influencing the configuration of aerial,
surface, and underwater systems. This paper has analyzed solely Al-enhanced developments
emerging in air power which will have the most significant relative impact on warfighting effectiveness.
Case studies have been offered on five disruptive uses of Al: the embrace of autonomous fighter
aircraft, drone-wingmen, swarms, decoys, and even the futuristic concept of avatar aviators. The
ethical implications are significant still to be adequately addressed as military superpowers scramble
for superiority. Al is becoming increasingly pervasive in economic and military endeavors because,
across the spectrum of 4IR technologies, they are nearly always ‘dual-use’ in character. Accordingly,
technological advances invariably impact underlying defense industrial production processes. The
resultis that supply chains may constrict as prime contractors reverse the evolutionary trend toward
manufacturing disintegration and instead focus on integration. This Military-Al-industrial revolution
is unstoppable, uncertain and ubiquitous, and appears to confirm earlier predictions that future wars
will be very different, dominated by Al and robotics.
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